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Abstract
The rapid growth of deploying machine learning (ML) models within embedded systems on a
chip (SoCs) has led to transformative shifts in fields like healthcare and autonomous vehicles.
One of the primary challenges for training such embedded ML models is the lack of publicly
available high-quality training data. Transfer learning approaches address this challenge by uti-
lizing the knowledge encapsulated in an existing ML model as a starting point for training a new
ML model. However, existing transfer learning approaches require direct access to the existing
model which is not always feasible, especially for ML models deployed on embedded SoCs.
Therefore, in this paper, we introduce a novel unconventional transfer learning approach to
train a new ML model by extracting and using weights from an existing ML model running on an
embedded SoC without having access to the model within the SoC. Our approach captures pow-
er consumption measurements from the SoC while it is executing the ML model and translates
them to an approximated weights matrix used to initialize the new ML model. This improves the
learning efficiency and predictive performance of the new model, especially in scenarios with
limited data available to train the model. Our novel approach can effectively increase the accu-
racy of the new ML model up to 3 times compared to classical training methods using the same
amount of limited training data.
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1 Introduction

The advent and subsequent evolution of machine learning (ML) technologies have impacted var-
ious aspects of modern life, notably in fields like healthcare, autonomous vehicles, and cyberse-
curity [28]. However, one of the primary challenges in the ML domain is the gathering of rele-
vant, high-quality data for training an ML model for a specific task. This is because of several
reasons such as data confidentiality, high cost, time, and effort of data gathering [10]. One way
to address this challenge is to use the knowledge encapsulated in existing ML models that are
used for another related task, and to optimize and fine-tune these models to make them suit-
able for our new task. Such process is known as transfer learning [42].

Despite the clear benefits of transfer learning, a significant issue persists: it is not always easy to
find a publicly available well-trained model to start from. For example, it is relatively easy to find
a model on the internet for classifying simple objects, but it is not as easy to find a well-trained
model for some classes of medical tasks due to several reasons, such as privacy and the expens-
es associated with such models. This lack of publicly available well-trained models for a specific
class of tasks is even more severe in the domain of embedded systems on a chip (SoCs) for ML.
For such SoCs, the design of a suitable ML model is impacted by limitations in resources and
other requirements to make the model suitable for a specific kind of embedded SoC. These fac-
tors often prevent the full realization of the potential benefits of transfer learning in the embed-
ded SoC domain.

Although public availability of well-trained ML models suitable for transfer learning in the em-
bedded systems domain is limited, there are embedded SoCs everywhere that are running such
ML models for a wide variety of tasks. The problem is that the general public does not have di-
rect access to the models inside these chips and cannot benefit from the model’s knowledge by
utilizing conventional transfer learning approaches that require direct access to ML models.

Therefore, in this paper, we present a proof-of-concept of a novel unconventional transfer
learning approach called P2W. Our approach facilitates the transfer of knowledge encapsulated
in a relevant well-trained neural network, running inside an embedded SoC, to a new neural net-
work. P2W enables effective training of the new neural network model to perform new similar
tasks. This is done by measuring the power consumption of the SoC while it is running the ML
model. We take multiple power traces with different input data and analyze them with the help
of an Encoder-Decoder Deep Neural Network (EDNN). Through such power trace analysis we
extract, to a large extent, the knowledge of the well-trained ML model in the form of an approxi-
mated weights matrix. This matrix serves as foundational knowledge to start training new ML
models. By initializing the new models with the approximated weights matrix (i.e., transferring
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the knowledge) and further training them with a limited amount of data, we obtain new well-
trained ML models that can perform the same or related tasks very well.

The main novel contributions of the paper can be summarized as follows:

•  We propose an unconventional transfer learning approach which circumvents the traditional
barriers for researchers/developers of ML models related to the acquisition of high-quality
data for training, in sensitive domains such as healthcare for example, where data availabil-
ity is often restricted due to privacy/ethical concerns. By extracting encoded knowledge in
the form of an approximated weights matrix, purely from power consumption traces, re-
searchers/developers can transfer this knowledge to new models without access to sensi-
tive information.

•  To support our approach, we introduce a new power analysis technique that utilizes an EDNN
to translate power traces into an approximated weights matrix.

•  Given a limited training dataset, we evaluate the effectiveness of our P2W transfer learning
approach by comparing the accuracy of an ML model trained with and without the use of
P2W. Our experimental results show that after training the ML model with our P2W ap-
proach, we are able to improve the initial average accuracy of the model, which is 37% us-
ing only the limited training dataset, to 97% with the aid of P2W followed by fine-tuning
with the same dataset.

The remainder of this paper is organized as follows. Section 2 discusses related work, after
which Section 3 provides an overview of some existing concepts on which our P2W approach
relies. Section 4 presents our P2W transfer learning approach in details. In Section 5, we evalu-
ate our approach based on several metrics to demonstrate its practical applicability and useful-
ness. Finally, Section 7 concludes this paper.

2 Related Work

This section provides an overview of the most relevant related work, divided into three distinct
categories: Power Analysis techniques, Machine Learning on Embedded Systems, and Transfer
Learning approaches.

Power Analysis: Power analysis techniques have been pivotal in reverse engineering of neural
networks, where researchers employ timing, power, and electromagnetic (EM) data to reveal in-
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tricate details like activation functions and network structures [3]. Wang et al. [34] explore how
to deduce the structure of deep neural network (DNN) models deployed within in-memory com-
puting (IMC) systems through power analysis. Investigations in [37] collect voltage and current
data to infer model structures, and [38] demonstrate an attack on FPGA-based DNN accelera-
tors using EM leakage. In [9], the authors present a novel approach of utilizing cache timing side
channels that offers insights into DNN structures. Our new power analysis technique comple-
ments the aforementioned techniques by generating an approximated weights matrix directly
from power traces, which the existing techniques do not provide, as they focus mainly on uncov-
ering the DNN model structure. In contrast, our focus is on transferring as much as possible
knowledge, encapsulated in a DNN, via the approximated weights matrix.

Machine Learning on Embedded Systems: ML models deployed on embedded systems find use
in a wide range of fields, including medical imaging and autonomous driving. Innovative ap-
plications of ML models include GFUNet, which integrates Fourier Transform with U-Net archi-
tecture for medical image segmentation [16]. Edge computing benefits from a long short-term
memory (LSTM) model on TensorFlow Lite for gesture recognition in wearable devices as
demonstrates in [4]. A lightweight combination of LSTM and a multi-layer perceptron (MLP)
model has enabled real-time electrocardiogram (ECG) anomaly detection for internet of things
(IoT) devices [29]. Additionally, MLP models have been optimized for medical decision-making
within medical IoT (MIoT) using boosting and dimension reduction for efficient predictions [15].
Tiny convolutional neural networks (CNNs) on low-power devices have demonstrated the ro-
bustness of transfer learning in autonomous driving [26], while MLP models have shown effica-
cy in early breast cancer detection [26]. In contrast, our work harnesses the power of EDNN
models to perform analysis of power traces captured for SoCs, thereby enabling the generation
of approximated weights matrices for transfer learning, which is a novel application of EDNNs in
the transfer learning and embedded systems domain.

Transfer Learning: Transfer learning addresses the challenge of scarce or difficult-to-obtain
training data for ML models by leveraging data from a related but different source domain,
thereby improving models’ performance even when traditional assumptions of identical feature
spaces and data distributions do not hold [36]. For instance, in text sentiment classification,
transfer learning can enhance predictions when training data from one domain (e.g., digital cam-
era reviews) are used for another domain (e.g., food reviews) [22]. In image classification, mod-
els pre-trained on large datasets can be fine-tuned for specific tasks with limited data, such as
adapting general image recognition models to medical image analysis [13, 41]. Human activity
recognition benefits from transferring knowledge across different sets of activities, improving
model accuracy when applied to new activities [7]. In software defect detection, transfer learn-
ing allows models trained on data from one software project to be applied to another, even with
different metrics [19]. Additionally, multi-language text classification uses transfer learning to
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(1)

adapt models for different languages, enabling improved performance in scenarios with limited
labeled data in the target language [40, 39]. Other applications include environmental monitor-
ing, where models trained on data from one geographical region are adapted to another, and
financial forecasting, where models utilize data from different market conditions to enhance
predictive accuracy.

These transfer learning approaches typically require direct access to a fully functional ML model
and its parameters and coefficients, which is not always feasible. In contrast to existing transfer
learning approaches, our P2W transfer learning approach does not require direct access to such
parameters and coefficients because it utilizes power traces to extract such information. Thus,
P2W expands the applicability of transfer learning to scenarios where direct access to ML mod-
els is not feasible.

3 Background

In our P2W transfer learning approach, we utilize a variety of methods and models, and in this
section, we provide an overview of the three most crucial among them. These include the Power
Analysis method, the EDNN model, and F1-score.

3.1 Power Analysis

Power analysis is a method that exploits variations in the power consumption of a processing
system during operation. The method analyzes the power consumption pattern to extract (sen-
sitive) internal data and computational states [12]. Initially developed for probing cryptographic
systems, power analysis has now expanded its applications, finding relevance in fields such as
neural networks [27].

Differences in the power consumption patterns are at the core of power analysis. For instance, it
is possible to monitor the power consumption while a device performs cryptographic operations
and use this data to infer secret keys or internal states. The power consumption 𝑃 at any time 𝑡
can be expressed as:

𝑃(𝑡) =∑𝑖 = 1
𝑛 𝑎𝑖 ⋅ 𝑃𝑖(𝑡) + 𝑃static

where 𝑎𝑖 represents the activity factor of the 𝑖-th internal component, 𝑃𝑖(𝑡) is the dynamic (data-
dependent) power consumption, and 𝑃static is the static power consumption. By observing the
variance in 𝑃(𝑡), particularly during data-dependent operations, it is possible to discern patterns
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(2)

(3)

that correlate with the processed data [12].

3.2 Encoder-Decoder Deep Neural Network (EDNN)

An Encoder-Decoder Deep Neural Network (EDNN), is a specialized form of a deep neural net-
work designed to learn efficient representations (or encodings) of input data. The architecture of
an EDNN is divided into two main parts: the encoder, which condenses the input data into a
compressed representation or code, and the decoder, which attempts to reconstruct the input
data from this compressed code.

The process of training an EDNN is fundamentally centered around minimizing a loss function,
which quantifies the discrepancy between the original input data and the generated data pro-
duced by the network. The loss function can be expressed as follows [20]:

Loss(𝑋, 𝑋̂ ) = 1𝑁 ∑𝑖 = 1
𝑁 ‖𝑓(𝑥𝑖;𝜙) − 𝑥̂𝑖‖2

In Equation 2, 𝑋 and 𝑋̂  denote the sets of input and target data respectively, where each 𝑥𝑖 ∈ 𝑋
is an individual input data point and 𝑥̂𝑖 ∈ 𝑋̂  is its corresponding target. The function 𝑓(𝑥𝑖;𝜙)
represents the output of the neural network for the input 𝑥𝑖, parameterized by 𝜙, which encap-
sulates the trainable parameters of the network (including weights 𝑊 and biases 𝑏). The term‖𝑓(𝑥𝑖;𝜙) − 𝑥̂𝑖‖2 calculates the squared Euclidean norm, summing the squared differences be-
tween elements of the predicted output and target data. This norm is then averaged across all 𝑁
data points in the dataset to compute the mean squared error. Training an EDNN involves itera-
tively optimizing the network’s parameters (𝜙) to reduce the loss function. This optimization
process can be expressed as:

𝜙(new) = Optimize(𝜙(old), ∇Loss)
Equation 3 outlines an iterative optimization strategy aimed at enhancing the network’s capaci-
ty to accurately reconstruct the input data. During each iteration, the parameters of the network
are updated (𝜙(new)) based on the gradient of the loss function (∇Loss) and the previous para-
meter values (𝜙(old)). The choice of the optimization strategy can vary, encompassing algorithms
such as Gradient Descent, Adam, etc [6]. Through this iterative process, the network fine-tunes
its parameters to minimize the reconstruction error or loss, thereby improving the fidelity of the
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(4)

data reconstruction and enhancing the model’s overall performance on unseen data.

3.3 F1-score

Unlike accuracy, which can be misleading if a model performs well only on one class, the F1-
score helps ensure that the model’s performance is reliable across all classes [31]. It is crucial to
report F1-score in various tasks, such as medical classification, because it provides a balanced
measure of precision and recall. The F1-score is defined as:

𝐹1 = 2 ⋅ precision ⋅ recallprecision + recall
In Equation  4, precision is the proportion of true positive predictions among all positive predic-
tions, while recall measures the proportion of actual positives that are correctly identified. This
balance is essential when both false positives and false negatives carry significant conse-
quences [32]. For instance, in medical classification tasks, a false positive might lead to unneces-
sary treatments or interventions, while a false negative could result in missed diagnoses and
lack of essential treatment.

4 The P2W Approach

In this section, we describe our unconventional transfer learning approach in detail. The ap-
proach is based on the following assumptions. First, we assume that we only have a small
dataset, 𝐷small, which does not contain sufficient data samples to train an ML model from
scratch and to achieve high accuracy. Also, we assume that we have an embedded device with a
target SoC containing a programmable processor core which runs a target ML model having the
knowledge we want to transfer. We can neither reprogram the target SoC nor look at the target
ML model inside. The publicly available information we have about the target model is its type
(MLP or CNN) and its topology. For example, there are many ARM Cortex-M/A based SoCs,
known for their affordability and low power consumption, making them ideal for embedded ma-
chine learning applications [25, 17]. In addition, manufacturers of embedded devices typically
use ML models inside such SoCs, taken from publicly available libraries like TinyML [35], STM32
model zoo [2], and others. However, the manufacturers often use proprietary training datasets
and training approaches to fine-tune these models in order to obtain a specific model which is
proprietary as well.

Second, we assume that we can acquire a clone of the aforementioned target SoC without any
ML model inside, and we can easily (re-)program this clone SoC and experiment with it. This is
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feasible because well-established SoC manufacturers provide affordable and easy-to-use
HW/SW development kits for their popular SoCs used in many embedded devices. For example,
Microchip, STMicro, and others sell evaluation and prototyping boards with SoCs based on ARM
Cortex-M/A series of processor cores [18, 1].

Figure 1: High-level overview of the phases in the P2W transfer learning approach, including EDNN Model
Construction, EDNN-based Power Analysis, and Initializing and Fine-tuning of the new ML model.

Considering the above assumptions, Figure 1 illustrates the overall workflow of our P2W ap-
proach. The main goal of P2W is to transfer knowledge from a well-trained target ML model
(MLP or CNN), running inside a target SoC, to a new ML model in order to establish a basis for
transfer learning, and then to fine-tune this new model for another related task using the small
dataset 𝐷small. We do this transfer by analyzing power traces, obtained from the target SoC run-
ning the well-trained ML model, with the help of an EDNN. Our P2W approach consists of three
phases.

In Phase 1, described in detail in Section 4.1, we construct the EDNN which tries to learn the rela-
tionship between the power consumption of the aforementioned target SoC and the weights of
the target ML model inside. Since, we can neither reprogram the target SoC nor look at the tar-
get ML model inside, we use the aforementioned clone SoC and the publicly available informa-
tion about the model type and topology to perform the EDNN construction in two steps called
Data Preparation and Training. In the Data Preparation step , we obtain a training
dataset 𝐷 = {𝑑1,𝑑2,…,𝑑|𝐷|} for the EDNN. Every 𝑑𝑖 ∈ 𝐷 is a pair 𝑑𝑖 = (𝑥𝑖, 𝑦𝑖) where 𝑥𝑖 is the power
consumption trace captured when the clone SoC runs an inference task using a surrogate ML
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model with a set of weights 𝑦𝑖. This surrogate model is of the same type and has the same topol-
ogy as the target ML model. By reprogramming the clone SoC multiple times to run the surro-
gate ML model with different sets of weights, we obtain dataset 𝐷. It is used in the Training
step where a standard supervised learning method is applied to train the EDNN.

In Phase 2, called EDNN-based Power Analysis, we use the trained EDNN to extract
knowledge from the target SoC. To achieve this goal, only one power trace 𝑥, captured from the
target SoC running the target ML model, is fed into the trained EDNN constructed in Phase 1.
The EDNN translates power trace 𝑥 into weights matrix 𝑊, whose elements are an approxima-
tion of the weights and biases of the target ML model. Our power analysis is inspired by the gen-
eral ideas and principles briefly introduced in Section 3.1.

Finally, in Phase 3, called Initializing and Fine-tuning, we train a new ML model us-
ing the aforementioned small dataset 𝐷small and the approximated weights matrix 𝑊 obtained in
Phase 2. First, we initialize the new ML model with 𝑊, and then we further train/fine-tune this
model using 𝐷small. The fine-tuning process involves optimizing the weights and biases to adapt
the new ML model to perform a specific inference task.

In the rest of this section, we explain Phase 1 and Phase 3 of our P2W approach in more detail.

4.1 Phase 1: EDNN Model Construction

As previously mentioned, Phase 1 consists of two steps. In the first step, Data Preparation,
the goal is to prepare dataset 𝐷 for training the EDNN model. To create this dataset, we deploy
the surrogate ML model on the clone SoC and enable it to perform inference. However, the sur-
rogate ML model must have been trained to perform an inference task similar to the task per-
formed by the target ML model. For example, if we want to transfer the knowledge of a target
ML model performing a medical image classification task, then we have to deploy a surrogate
ML model on the clone SoC that has been trained to perform similar tasks such as object image
classification, animal image classification, etc.

The next action in step Data Preparation involves inputting a single random data sample to
be processed by the clone SoC running the surrogate ML model, and capturing the SoC’s power
consumption from the start to the end of the inference process for this random data sample,
thereby obtaining the corresponding power trace. It is important to note that the input data
sample selected randomly must remain the same throughout the entire process, in both Phase 1
and Phase 2. The sampling rate used to capture the power trace depends on the SoC’s clock fre-
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quency. A suitable sampling rate can be determined experimentally for each case. Our studies
show that it is better to keep the sampling rate not lower than 1/3 of the SoC’s clock frequency.
However, training the EDNN with long and high resolution power traces in dataset 𝐷 may in-
crease the computational complexity. To address this issue, we reduce the length of the power
traces using a method called Principal Component Analysis (PCA) [33]. The primary advantage
of PCA is its ability to convert a large set of correlated variables, such as millions of samples in
the power trace, into a smaller set of uncorrelated variables known as principal components.
This process effectively retains the most significant features of the original dataset, ensuring
that essential characteristics of the power trace are preserved, thereby maintaining the integrity
of the signal for subsequent analysis.

The surrogate ML model has to be deployed on the clone SoC multiple times in order to obtain
dataset 𝐷. Each time we deploy and run the surrogate ML model, we have to use the same ran-
domly selected input data sample and a different set of weights 𝑦𝑖 in order to capture a new
power trace 𝑥𝑖 during the model inference.

After dataset 𝐷 is created, the Training step of Phase 1 commences. As illustrated in Figure 1,
we use 𝐷 to train an EDNN model including a convolutional encoder that receives data as input
and a convolutional decoder that transforms the encoder’s output. The topology of the EDNN
depends on the accuracy which we want to achieve, the quality of the captured data in dataset 𝐷
, and the training method which we use to train the EDNN. Based on dataset 𝐷 containing pairs𝑑𝑖 = (𝑥𝑖, 𝑦𝑖), we use the standard supervised learning process, described in Section 3.2, to train
the EDNN. In this context, 𝑥𝑖 represents 𝑋 in Equation 2, while 𝑦𝑖 represents 𝑋̂  in the same equa-
tion.

1  Input: 𝑆 = {𝑠1,…, 𝑠|𝑆|}, 𝑟, 𝑠𝑢𝑟𝑀𝐿, 𝑔𝑒𝑛𝑀𝐿, 𝜃
2  Output: 𝑔𝑒𝑛𝑀𝐿
3  𝑎𝑐𝑐 = 0; 𝑘 = 1; 𝑆𝑢𝑏 ← ∅;
4  while 𝑎𝑐𝑐 < 𝜃 ∧ 𝑘 ≤ |𝑆| do
5        𝑆𝑢𝑏 ← 𝑆𝑢𝑏 + 𝑠𝑘;
6        for 𝑠 ∈ 𝑆𝑢𝑏 do
7              for 𝑖 = 1 𝑡𝑜 𝑟 do
8                    𝑠𝑢𝑟𝑀𝐿 ←  Train(𝑠𝑢𝑟𝑀𝐿, 𝑠);
9                    Deploy 𝑠𝑢𝑟𝑀𝐿 onto clone SoC;

10                    𝑥 ←  Capture power during inference;

                   // Generating the weights matrix
11                    𝑦 ←  Coefficients_to_Matrix(𝑠𝑢𝑟𝑀𝐿);
12                    𝐷 ← 𝐷 + (𝑥, 𝑦);
13                   

14              end for
15             
16        end for
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17       (𝑎𝑐𝑐, 𝑔𝑒𝑛𝑀𝐿) ←  Train(𝑔𝑒𝑛𝑀𝐿,𝐷);
18        𝑘 = 𝑘 + 1;
19       
20  end while
21 return genML;
22
23  Function Coefficients_to_Matrix(surML):
24        𝑦 ← ∅; 𝑗 = 0;
25        for 𝑙 ∈ 𝑠𝑢𝑟𝑀𝐿.𝐿𝑎𝑦𝑒𝑟𝑠 do
26              for 𝑛 ∈ 𝑙 do
27                    𝑧 = 0;
28                    for 𝑐 ∈ 𝑛 do
29                          𝑦[𝑗][𝑧] = 𝑐;
30                          𝑧 = 𝑧 + 1;
31                    end for
32                   𝑗 = 𝑗 + 1;
33              end for
34             
35        end for
36       

37       return 𝑦;
38       
39
40

Algorithm 1 Dataset Preparation and EDNN training

Algorithm 1 details the Data Preparation step (lines 5-15) for creating dataset 𝐷 and the
Training step (line 16) to train the EDNN with the goal of achieving an accuracy of 𝜃 (line 4).
This algorithm takes set 𝑆 = {𝑠1,…, 𝑠|𝑆|}, a collection of available datasets needed to train surro-
gate ML model 𝑠𝑢𝑟𝑀𝐿, and 𝑟, which indicates the number of times the training process is repeat-
ed for the surrogate ML model with each dataset 𝑠𝑖 ∈ 𝑆. The two other inputs of the algorithm,
namely 𝑠𝑢𝑟𝑀𝐿 and 𝑔𝑒𝑛𝑀𝐿, represent the surrogate model and the EDNN model, respectively,
both initialized with some initial weights. The last input is the required accuracy 𝜃 for the EDNN.
The output of Algorithm 1 is the trained EDNN 𝑔𝑒𝑛𝑀𝐿.

In line 3 of Algorithm 1, three variables are initialized: 𝑎𝑐𝑐, the current accuracy of 𝑔𝑒𝑛𝑀𝐿; 𝑘, a
counter keeping track of the involved datasets used to train 𝑠𝑢𝑟𝑀𝐿; and 𝑆𝑢𝑏, a subset of 𝑆 ini-
tialized to an empty set ∅.

In lines 4-18, a while loop iterates until the current accuracy of 𝑔𝑒𝑛𝑀𝐿 exceeds 𝜃 or 𝑘 exceeds |𝑆|,
indicating that there are no more datasets in 𝑆 to continue the training with. In line 5, one
dataset 𝑠𝑘 ∈ 𝑆 is added to 𝑆𝑢𝑏. Subsequently, from lines 6 to 15, the algorithm repeats the train-
ing of 𝑠𝑢𝑟𝑀𝐿 for each dataset 𝑠 ∈ 𝑆𝑢𝑏, thereby expanding dataset 𝐷 for 𝑟 times. In line 8, the
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surrogate ML model 𝑠𝑢𝑟𝑀𝐿 is trained with dataset 𝑠. In line 9, the trained model is deployed to
the clone SoC, and after deployment, the power trace 𝑥 of the clone SoC is captured during in-
ference (line 10). In line 12, all coefficients of 𝑠𝑢𝑟𝑀𝐿 are put in the weights matrix 𝑦 with the help
of function 𝐶𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡𝑠_𝑡𝑜_𝑀𝑎𝑡𝑟𝑖𝑥(). Subsequently, in line 13, the pair (𝑥, 𝑦) containing the
power trace 𝑥 and the corresponding weights matrix 𝑦 is added to dataset 𝐷. Finally, in line 16,
the 𝑔𝑒𝑛𝑀𝐿 is trained with dataset 𝐷, and the current accuracy of 𝑔𝑒𝑛𝑀𝐿 is saved in 𝑎𝑐𝑐.
The behavior of the function 𝐶𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡𝑠_𝑡𝑜_𝑀𝑎𝑡𝑟𝑖𝑥(), used in line 12, is detailed in lines 20-32.
This function takes a surrogate model 𝑠𝑢𝑟𝑀𝐿 as input and returns a matrix 𝑦 containing all coef-
ficients of 𝑠𝑢𝑟𝑀𝐿. Within this function, lines 22-31 contain three nested loops. The first loop iter-
ates over each layer 𝑙 of 𝑠𝑢𝑟𝑀𝐿. The second loop iterates over each filter/neuron 𝑛 in layer 𝑙. The
innermost loop iterates over each coefficient 𝑐 in filter/neuron 𝑛. In line 26, each coefficient 𝑐 is
added to the weights matrix 𝑦. An example of the output matrix 𝑦 from the function𝐶𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡𝑠_𝑡𝑜_𝑀𝑎𝑡𝑟𝑖𝑥() applied to an MLP model is shown in Figure 2. The MLP model con-
sists of four layers, where the first layer contains 2 inputs, both the second and third layers con-
sist of 3 neurons each, and the last one is the output. In the output weights matrix 𝑦, each row
contains the weights and bias from a specific filter/neuron 𝑛𝑗𝑖  where 𝑖 is the index of the layer
and 𝑗 is the index of the node within that layer. For example, 𝑛20 represents neuron number two
in layer 0, and 𝑤210  represents the coefficient number 1 of neuron 𝑛20.

Figure 2: An example of a weights matrix construction.

4.2 Phase 3: Initialization and Fine-tuning
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(5)

In Phase 3, we aim at training a new ML model using transfer learning. The first step involves
initializing the new ML model with the approximated weights matrix 𝑊, which is generated by
the EDNN in Phase 2. Since we keep the topology of the surrogate ML model, the target ML
model, and the new ML model the same across all three phases, the shape of the approximated
weights matrix 𝑊 matches the shape of the new ML model’s weights matrix. This means that
every weight and bias in the new ML model has a corresponding value in the approximated
weights matrix 𝑊 and this value is used for initialization. Such initialization with corresponding
values taken from 𝑊 infuses the new ML model with pre-established knowledge acquired from
the target ML model inside the target SoC. This creates a foundation for the new ML model to
achieve levels of accuracy comparable with the target ML model.

Following the initialization step, the new ML model is fine-tuned with dataset 𝐷small to obtain the
final model as follows:

𝑛𝑒𝑤𝑀𝐿final = Train(𝑛𝑒𝑤𝑀𝐿init(𝑊),𝐷small)
where Train can be any supervised learning approach suitable to train and optimize the initial-
ized new ML model (𝑛𝑒𝑤𝑀𝐿init) utilizing dataset 𝐷small. Recall that 𝐷small does not contain a suffi-
cient number of data samples to successfully train a randomly initialized ML model from scratch
and to achieve high accuracy. However, the initialized new ML model with 𝑊 has a great poten-
tial to be trained for its task using this small dataset 𝐷small and achieve high accuracy because a
significant amount of knowledge has been transferred from the target ML model through 𝑊.
Finally, strategies such as adaptive learning rate adjustments and early stopping can be em-
ployed during this training to fine-tune the model’s parameters faster.

5 Evaluation

In this section, we evaluate our P2W approach. The evaluation focuses particularly on two core
aspects: the accuracy of the EDNN models obtained in Phase 1 and used in Phase 2, and the
overall performance of the new ML models obtained after the fine-tuning in Phase 3. First, we
discuss our experimental setup concerning the surrogate ML models (Phase 1), the EDNN models
(Phase 1 and Phase 2), and the datasets 𝐷small (Phase 3) in Section 5.1, Section 5.2, and Sec-
tion 5.3, respectively. This is followed by the evaluation of the P2W approach in Section 5.4, Sec-
tion 5.5, and Section 5.6.

5.1 Surrogate ML Models and Power Trace Capturing

In our experiments, we utilize two surrogate ML models, called Model 1 and Model 2, each given
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as input 𝑠𝑢𝑟𝑀𝐿 to Algorithm 1. These models are two different fully connected neural networks,
i.e., MLP networks with different topologies, that are trained in Line 8 of Algorithm 1 to perform
different classification tasks.

Model 1: This surrogate ML model is trained to perform binary classification using the ECG and
Heart Disease datasets described in Table 1. The model has one input layer followed by four fully
connected hidden layers. The first hidden layer consists of 128 neurons and employs the ReLU
activation function. The subsequent three hidden layers have 64 neurons each. Also, the model
has an output layer with a single neuron utilizing the Sigmoid activation function.

Model 2: This surrogate ML model is trained to perform ternary classification using the Blood
Pressure dataset described in Table 1. The model is a modified version of Model 1 where the
number of neurons in the second hidden layer is increased to 128 and the output layer contains
three neurons corresponding to the three classes.

In Table 1, each dataset is characterized by four main attributes. The first attribute is Size, rep-
resenting the number of data samples in each dataset. The second attribute is Features, indi-
cating the length of each sample in bytes. The third attribute is Classes, denoting the number
of classes associated with each dataset. The last attribute is Chunks, showing the number of
chunks, created from each dataset. In addition, Table 1 shows that the datasets are grouped
based on their number of classes, thereby forming two groups, where one group consists of
datasets associated with 2 classes and the other with 3 classes.

Table 1: Summary of the datasets utilized in the training of the surrogate ML models in Phase 1.

Dataset Size Features Classes Chunks Ref
ECG 109k 188 2 100 [11]

Heart Disease 319k 16 2 310 [5]

Blood Pressure 1k 50 3 10 [24]

The collection of all chunks belonging to a group of datasets is given as input 𝑆 = {𝑠1,…, 𝑠|𝑆|} to
Algorithm 1. Every 𝑠𝑖 ∈ 𝑆 is a chunk which is used to train the surrogate ML models separately as
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shown in Line 8 of the algorithm. Moreover, input 𝑟 of the algorithm is set to 30. Thus, we repeat
multiple times the training of any surrogate model 𝑠𝑢𝑟𝑀𝐿 with each chunk of data 𝑠 (Lines 7-8).
During each training round, to address the problem of overfitting, a dropout strategy is integrat-
ed with a rate of 0.3 applied after each fully connected layer. This strategy is critical for enhanc-
ing the model’s generalization capabilities and maintaining consistent performance across dif-
ferent datasets.

In Lines 9-10 of Algorithm 1, to capture power traces during the inference of trained surrogate
model 𝑠𝑢𝑟𝑀𝐿 deployed on the clone SoC, we use the ChipWhisperer platform [21], with the Chip-
Whisperer-Huskey as the power capture device and the CW313 SAM4S board as the clone SoC.
The board is equipped with a 32-bit ARM® Cortex®-M4 RISC processor and allows for a power
sampling frequency of 13 MS/s at a resolution of 12 bits per power sample.

Finally, the aforementioned chunk-based repetitive training of surrogate models Model 1 and
Model 2 with capturing of power traces result in one dataset 𝐷 containing 2000 distinct pairs(𝑥, 𝑦) and another one containing 2800 distinct pairs, respectively. Every dataset 𝐷 is parti-
tioned and used as follows: 75% used for training the EDNN model, 20% dedicated to testing it,
and 5% reserved for validation.

5.2 EDNN Models and Training Parameters

We construct and train our EDNN model in Line 16 of Algorithm 1 using PyTorch [23], primarily
thanks to its flexibility and performance. The EDNN topology, given as input 𝑔𝑒𝑛𝑀𝐿 to Algo-
rithm 1, consists of two parts: Encoder and Decoder. Recall that the purpose of the trained EDNN
is to translate a one-dimensional (1D) power trace 𝑥 into a two-dimensional (2D) weights matrix𝑦 (Section 4.1).

Encoder Topology: The encoder part is designed to process a 1D input array of size 1024 ele-
ments, where the array represents a power trace. The encoding part starts with a fully connect-
ed layer containing 256 neurons followed by a sequence of three 1D convolutional layers. Each
of these layers utilizes a kernel with a size of 4 and a stride of 1. The first convolutional layer
contains 256 filters, focusing on extracting mid-level features from the input. It is succeeded by
a layer with 128 filters. The final convolutional layer, equipped with 64 filters, completes the fea-
ture extraction process. ReLU is used as the activation function in convolutional layers.

Decoder Topology: The decoder part takes as an input the features extracted by the encoder
part. The decoder part starts with two sequentially arranged 1D transposed convolutional layers,
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designed to upscale the input feature maps while enhancing spatial details. The first of these
layers consists of 256 filters, employs a kernel with a size of 5 and a stride of 1, and incorporates
activation function ReLU for non-linearity. The second transposed convolutional layer, employs
a kernel with a size of 4 and a stride of 1, has 128 filters, aiming at refining the feature maps. The
feature maps are processed by a linear (fully connected) layer whose number of neurons has to
match the size of the 2D output weights matrix. This layer is crucial for reshaping the decoder’s
output to its final dimensions.

Training parameters: Using the EDNN model topology described above, two different EDNN
models 𝑔𝑒𝑛𝑀𝐿 are constructed by executing Algorithm 1 two times, each time with a different
surrogate ML model, given as input 𝑠𝑢𝑟𝑀𝐿, and with an input value of 𝜃 = 85% . The surrogate
ML models Model 1 and Model 2, described in Section 5.1, are used for this purpose. When Al-
gorithm 1 is executed with 𝑠𝑢𝑟𝑀𝐿 = Model 1, the EDNN training performed in Line 16 is carried
out for 100 epochs and when 𝑠𝑢𝑟𝑀𝐿 = Model 2 the training is carried out for 130 epochs. A
batch size of 100 and a learning rate of 0.001 are employed for all training epochs. We utilise the
mean squared error loss function to quantitatively measure the difference between the actual
and predicted weights matrices. The Adam optimizer is used during the training thanks to its
adaptability and efficiency [8]. To mitigate the risk of overfitting and ensure the model robust-
ness, a dropout mechanism with a rate of 0.5 is applied after each transposed convolutional op-
eration during the training.

5.3 Balanced Datasets 𝐷small

Table 2: Summary of the small datasets 𝐷small utilized in Phase 3 for fine-tuning.

Dataset Classes Size Features Acc Ref

EEG
2 classes 22 19 31% [43]

Diabetes
2 classes 45 9 43% [30]

Sleep
3 classes 150 13 40% [14]
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In this section, we introduce the datasets 𝐷small used for the fine-tuning in Phase 3. Recall that
our P2W approach assumes that 𝐷small does not contain a sufficient number of data samples to
successfully train a randomly initialized ML model from scratch and to achieve high accuracy.
We confirm this by showing and discussing a set of experiments that evaluate the accuracy of
new ML models trained with 𝐷small only.

Table 2 refers to three datasets (column Ref), where the EEG and Diabetes datasets contain
data samples belonging to two classes, and the Sleep dataset contains samples belonging to
three classes. It should be noted that these original datasets are relatively large and balanced. A
balanced dataset is a dataset within which all classes have (almost) the same number of data
samples. In order to perform experiments showing the performance of P2W in scenarios where
we do not have access to a sufficient number of data samples, we use small batches of data
samples taken from these large balanced datasets. Thus, whenever we refer to balanced 𝐷small in
our experiments, it means a small balanced batch of samples from these datasets. The number
of data samples in the small batches is mentioned in the Size column of Table 2. The Fea-
tures column indicates the length of each sample in bytes.

To confirm that the number of data samples in the aforementioned datasets 𝐷small is not suffi-
cient to train a new ML model from scratch and achieve high (acceptable) accuracy, we take 20
randomly selected and balanced 𝐷small datasets and one test dataset from each large dataset
(EEG, Diabetes, and Sleep). We take randomly initialized ML models that have the same topology
as Model 1 and Model 2, described in Section 5.1, and train them using the 𝐷small datasets. For
example, Model 2 is trained with the 20 randomly selected and balanced 𝐷small datasets from
the large Sleep dataset. After each training round, we check the accuracy of the model with the
corresponding test dataset and take the average over the 20 rounds. The average accuracy is
reported in the Acc column of Table 2 and is below 43% for all datasets 𝐷small. Such low accura-
cy clearly indicates that the number of data samples (column Size) in our datasets 𝐷small is not
sufficient to train a new ML model from scratch and achieve acceptable accuracy on unseen
data.

5.4 Accuracy Evaluation of the EDNN Models

To evaluate the quality of the approximated weights matrices generated by our EDNN models,
we apply P2W with all three phases discussed in Section 4, but without fine-tuning in Phase 3.
In Phase 1, we utilize two surrogate ML models, Model 1 and Model 2, to create two datasets 𝐷
and to train two separate EDNN models using Algorithm 1. All these actions are described in Sec-
tion 5.1 and 5.2.
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In Phase 2, which is the power analysis in P2W, we use the two EDNN models and three target
SoCs. Each target SoC runs a well-trained target ML model, whose knowledge we are interested
to transfer to a new ML model using one of the EDNNs. By experimenting with three target ML
models, we evaluate the EDNNs in three different scenarios. In the first two scenarios the well-
trained target ML models perform EEG binary classification and Diabetes binary classification,
respectively. For these two scenarios, the first EDNN is obtained in Phase 1 by utilizing surro-
gate Model 1. In the third scenario, the well-trained target ML model performs Sleep ternary
classification, and the second EDNN is obtained by utilizing surrogate Model 2.

Each of the three well-trained target ML models runs on the CW313 SAM4S board which is our
target SoC in the three scenarios. This board is part of the same ChipWhisperer platform, intro-
duced in Section 5.1, because we use this platform to capture power traces from the target SoC.
In Phase 2, while each of the target ML models is performing inference, we capture one power
trace from the target SoC and feed the power trace to the corresponding EDNN. The EDNN gen-
erates an approximated weights matrix for the target model.
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Figure 3: Accuracy of new ML models trained using only 𝐷small vs. new ML models obtained using the P2W
approach.

After the aforementioned Phase 2, we obtain three approximated weights matrices (one for
every scenario) and we initialize three new ML models with the matrices in Phase 3. In order to
evaluate the quality of the approximated weights matrices generated by the EDNNs, we perform
a comparison between the accuracy of the target ML models and the new ML models initialized



with the matrices. In this way, we evaluate how much knowledge had been transferred from a
target ML model to a new ML model with the goal of performing the same classification task as
the target model. For this comparison, we test the accuracy of the target and new models by
inferring the data samples in the corresponding test datasets described in Section 5.3. These
test datasets are unseen by both the target and new ML models.

Figure 4 summarizes the results from our comparison experiment. The horizontal axis shows
the three scenarios with the corresponding classification tasks. Each bar represents the accura-
cy of the models. The gray bars show the average accuracy (column Acc in Table 2) of the new
ML models trained only with balanced 𝐷small. The blue bars show the average accuracy of the
new ML models initialized with the approximated weights matrix generated by the EDNNs (P2W
without fine-tuning). The red bars show the accuracy of the target ML models running within the
target SoC.

As can be seen in Figure 4, the average accuracy of the new ML models trained only with bal-
anced 𝐷small (gray bars) is too low compared to the target ML models accuracy (red bars). This
comparison is also another proof for the fact that datasets 𝐷small are too small and insufficient
to train a new ML model from scratch. Now, let us analyze the average accuracy of the new ML
models initialized with the approximated weights matrices generated by the EDNNs – see the
blue bars in Figure 4. These bars show that utilizing weights produced by the EDNNs results in
ML models with a notable increase in inference accuracy compared to the gray bars. Although
this average accuracy is not as high as the accuracy of the target ML models (the red bars), it
indicates that our EDNN-generated weights are non-random and meaningful in the sense that a
large amount (more than 60%) of the knowledge in the target ML models has been transferred
successfully to the new ML models via the approximated weights matrices. This fact under-
scores the efficacy of the EDNN models in generating viable approximated weights matrices that
could be used as a good starting point to continue the training and fine-tuning of the new ML
model to achieve a higher level of accuracy. This will be demonstrated by the experiments de-
scribed in the next section.

5.5 Performance Evaluation of P2W with Balanced Datasets 𝐷small
As mentioned in Section 5.4, the initialization of the new ML models with the approximated
weights matrices could be a good starting point for further training and fine-tuning in Phase 3
with the final goal of obtaining highly accurate new ML models using our proposed P2W transfer
learning approach. To continue with the training and fine-tuning of the initialized ML models, we
use the small datasets 𝐷small introduced in Section 5.3. It is important to note that we use these
small datasets to highlight the effectiveness of our P2W approach in scenarios with very limited
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data availability for training.

To visualize the effectiveness of our P2W approach, Figure 3 shows some of the obtained train-
ing and validation accuracy results for the new ML models trained with P2W and the new ML
models trained only with the datasets 𝐷small. This figure contains nine plots, each corresponding
to an ML model trained once with P2W and another time only with one of the 𝐷small datasets.

For each plot in Figure 3, the horizontal axis represents the number of epochs, while the vertical
axis shows the accuracy. The blue-dotted line and the green-dashed line visualize the evolution
of the training and validation accuracy of the new ML model trained with P2W, respectively,
across the training epochs. Conversely, the orange-dotted line and the red-dashed line visualize
the evolution of the training and validation accuracy of the new ML model trained only with𝐷small, respectively, across the training epochs. Additionally, the point at which the new ML mod-
el trained only with 𝐷small starts overfitting during training is marked with a black cross.

The results presented in Figure 3 show a clear pattern when a randomly initialized ML model is
trained only with 𝐷small. As the number of epochs increases, (1) the training accuracy (orange-
dotted line) continues to improve, but (2) the validation accuracy (red-dashed line) drops at a
certain point (black cross). This indicates that the model’s ability to generalize and perform ac-
curate classification on unseen data decreases due to overfitting (black cross). On the other
hand, for the models trained with P2W, both training accuracy and validation accuracy keep in-
creasing together, achieving a higher level of accuracy even with a smaller number of epochs.
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Figure 4: Accuracy of new ML models and target ML models performing EEG, Diabetes, and Sleep
classification tasks.

After training and fine-tuning the initialized ML models with datasets 𝐷small, we check the aver-
age accuracy of the final new ML models trained with P2W, shown with the green bars in Fig-
ure 4, by using the corresponding test datasets (Section 5.3). Comparing the green bars with the
other bars in the figure, we see that new ML models, trained only with 𝐷small (gray bars) or ob-
tained only by initialization with the approximated weights matrices (blue bars), have much low-
er accuracy compared to the new ML models obtained with our P2W transfer learning approach
(green bars). On the other hand, as shown in Figure 4, the accuracy of the new ML models ob-
tained with P2W is still a bit lower than the accuracy of the target ML models (red bars). The rea-
son is twofold: (1) it is practically impossible to transfer 100% of the knowledge from the target
ML models to the new ML models via the approximated weights matrices generated from power
traces; (2) the training/fine-tuning of the models in Phase 3 is performed with small/limited
datasets 𝐷small that are assumed to be the only datasets available to the user of our P2W ap-
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proach.

Nevertheless, the green bars in Figure 4 clearly indicate that new ML models, obtained by P2W,
achieve accuracy comparable to the corresponding target ML models. Moreover, in contrast to
the target ML models, these new ML models are fully open and available to any user of P2W for
further (re-)use, e.g., deployment of the new ML models on different computing platforms and in
different application scenarios, fine-tuning them further to perform different tasks, etc.

5.6 Performance Evaluation of P2W with Imbalanced Datasets 𝐷small
In Section 5.5, we evaluate the performance of our P2W approach in typical scenarios, i.e., sce-
narios with available balanced datasets 𝐷small. However, the availability of such balanced
datasets may not be always guaranteed due to the limited size of 𝐷small. Therefore, in this sec-
tion, we evaluate the performance of P2W in extreme scenarios, i.e., scenarios with imbalanced𝐷small. The goal is to investigate the robustness of P2W to imbalanced training data. An imbal-
anced dataset is a dataset within which one or some of the classes have a much greater number
of data samples than the others. Such imbalance can cause biased training of a new ML model,
thus unreliable predictive accuracy of the model.
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(a) Accuracy without P2W (b) F1-score without P2W

(c) Accuracy with P2W (d) F1-score with P2W

Figure 5: Accuracy and F1-score of ML models obtained with and without P2W using balanced or
imbalanced 𝐷small.

The imbalanced 𝐷small datasets for this evaluation are constructed by randomly taking data



samples from the large datasets, listed in column Ref of Table 2, such that in the constructed
EEG, Diabetes, and Sleep 𝐷small datasets, the number of samples in one of the class is 2 ×
greater than in the other classes. We obtain new ML models with P2W that are fine-tuned with
the imbalanced 𝐷small datasets as well as new ML models trained only with the same imbalanced
datasets. Then, we check the average accuracy and F1-score of the models. We conduct the
same experiments using the balanced 𝐷small datasets, discussed in Section 5.3, and compare all
results. Note that we check both the accuracy and F1-score because, unlike the accuracy, which
can be misleading if a model performs very well only on one class, the F1-score, as we discussed
in Section 3.3, helps ensure that the model’s predictive performance is reliably evaluated across
all classes [31].

The results of the aforementioned experiments are depicted by the four plots in Figure 5. In all
plots, the horizontal axis shows the three classification tasks (EEG, Diabetes, and Sleep) per-
formed by the obtained new ML models, and the vertical axis shows the model’s accuracy or F1-
score. For each model, there is a pair of bars where the left bar indicates the accuracy or F1-
score of the new ML model trained/fine-tuned with balanced 𝐷small datasets, and the right bar
indicates the same for imbalanced 𝐷small datasets. Figure 5(a) and 5(b) show the accuracy and
F1-score of the new ML models trained only with the 𝐷small datasets. Figure 5(c) and 5(d) show
the same metrics for the new ML models obtained with P2W including fine-tuning with the same𝐷small datasets.

By comparing the white bars with the gray bars (our reference points) in Figure 5(a) and 5(b), it
can be seen that when a new ML model is trained only with a small imbalanced datasets 𝐷small,
the model’s accuracy and F1-score drop significantly by up to 32% and 72%, respectively. How-
ever, when our P2W approach is utilized including fine-tuning with the same imbalanced
datasets, the accuracy and F1-score drop only by up to 5% and 7%, respectively, as indicated in
Figure 5(c) and Figure 5(d) (compare the blue bars with the green bars as reference points). The
results in Figure 5 clearly indicate that the new ML models obtained with P2W not only achieve
much higher accuracy and F1-score across all three classification tasks compared to the new ML
models obtained without P2W, but they also show that our P2W approach is very robust to im-
balanced training data, thereby delivering new ML models with high and unbiased predictive ac-
curacy.

6 Discussion

In this section, we discuss the limitations and future work concerning our P2W approach.
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Limitations: In the first two paragraphs of Section 4, we explain our assumptions regarding P2W
together with real-world examples for each assumption to show that P2W is realistic in several
scenarios. However, the P2W approach is not very effective in scenarios where some of these
assumptions are not true. For example, in order to deploy P2W, access to the power supply of
the target SoC is needed, which might not always be the case. Nevertheless, for embedded de-
vices, it is realistic that potential users are in the vicinity of the device and the power supply or
even own the device. Moreover, instead of measuring the power consumption, similar results
can be achieved by measuring the electromagnetic emanation of the chip, which can be done at
a distance from the chip [12].

Another limitation is that the clone SoC needs to be of the exact same type as the target SoC.
For broadly used embedded SoCs, it is not a problem to find suitable clone SoCs, as explained in
Section 4, but for niche applications or exotic devices, it is more difficult to apply P2W.

Finally, P2W requires that there is prior knowledge on the topology of the target ML model. If
this is not the case, the technique cannot be applied. To mitigate this limitation, a preliminary
power consumption measurement on the target SoC can be performed in order to learn about
the type of ML model that is used, as has been shown in related work [34, 3]. Moreover, for cer-
tain applications, it is commonly known which ML topologies are being deployed.

Future work: We plan to study the effects of the complexity of very large ML models within em-
bedded devices on power traces. Although ML models utilized in embedded SoCs are typically
not large, the scalability of the P2W approach to very large models could be a valuable path for
future research. Additionally, as we evaluated P2W on SoCs with an ARM processor inside, ex-
ploring the effectiveness of P2W on different types of hardware, such as FPGAs and GPUs, is a
promising direction for future research. Given the parallel processing nature of FPGAs and
GPUs, it is beneficial to study how they affect power traces in reflecting the relationships and
patterns related to ML model computations.

7 Conclusions

This paper presents P2W, an unconventional transfer learning approach for ML models. Our ap-
proach is useful for scenarios where direct access to the coefficients (weights and biases) of ex-
isting ML models is not feasible and there is only a relatively small dataset available to train a
new ML model from scratch. P2W translates a power trace, captured from an embedded SoC
running a target ML model inside, to a weights matrix by utilizing an encoder-decoder deep
neural network. This weights matrix approximates the coefficients of the target ML model and is
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used to initialize a new ML model, thereby performing transfer learning from the target to the
new ML model.

Experimenting with relatively small training datasets, we evaluate the effectiveness of our P2W
approach by comparing the accuracy of a new ML model trained with and without using P2W.

Our experimental results show that after training the model with our P2W approach, we are able
to improve the initial 37% accuracy of the model, trained with only a relatively small dataset, to
97% when P2W is utilized including fine-tuning with the same dataset. These results clearly indi-
cate that new ML models, obtained by P2W, achieve very high predictive accuracy.

In addition, we perform an evaluation of P2W in extreme scenarios where we only have small
imbalanced datasets, i.e., datasets within which one or some of the classes have a much larger
number of data samples than the others. The results of this evaluation show that for a new ML
model trained with only a small imbalanced dataset, the accuracy and F1-score drop significant-
ly by up to 32% and 72%, respectively. However, when P2W is utilized including fine-tuning with
the same imbalanced dataset, the accuracy and F1-score drop only by up to 5% and 7%, respec-
tively. These results suggest that our P2W approach is very robust to imbalanced training data,
thereby delivering new ML models with high and unbiased predictive accuracy.
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